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CLAIMS: 

1. A method of sending packets bet\yeen ports on trunked network 
switches, said method comprising: 

providing a first switch having a p^lurality of communication ports 
thereupon; 

providing a second switch having^a plurality of communication ports 
thereupon; 

providing a trunk connection beUveen said first switch and said second 
switch comprising at least two of said plurality of ports from said first switch 
bejng connected at least twogtsaia plurality of ports of said second.switch; 

sending a packetfromsffi report on said first switch to a second port 
on said second switcK; / 

receiving said packet at an ingress submodule of said first switch, and 
performing a lookup op^ne of^ source address and destination address of 
the packet based upon a lool^up table provided in said ingress submodule; 

identifying that the finfet switch and the second switch are connected 
with the trunk connection tjv a trunk bit in a lookup entry of the lookup table 
matched by the destinatigh address; 

identifying a rule^tag in the lookup entry; 
identifying a trunk group identification in the lookup entry; 
determining a trunk port index based upon the rules tag; 
applying the trunk group identification and the trunk port index to a 
trunk group table, tbiereby identifying a trunk port for communicationT' 
storing the packet in memory; and 

retrieving tne packet from memory with an egress unit, and fonA^arding 
the packet to the identified trunk port. 

2. A method as recited in claim 1. wherein said rules tag defines that 
bits of at leasyone of a source MAC address and a destination MAC address 
are used to aetermine the trunk port index. 

3. f4 method as recited in claim 1 , wherein said rules tag defines that 
bits of at Lfeast one of a source IP address and a destination IP address are 
used to identify the trunk port index. 
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4. A method as recited in claim 1, wherein kaid lookup table includes 
a plurality of entries contained therein, and wherein each entry includes a bit 
which indicates whether or not the entry is to beynandled by a trunk group or 
a non-trunk group. 

5. A method as recited in claim 1, saicV method further comprising: 
detecting a link failure when a trunk pprt fails; 
sending a notification message to a CPU regarding the failure; and 
modifying the trunk group table to reyect that the trunk port is no longer 

available for communication. 

6. A method as recited in claim 5/ further comprising: 
providing a trunk gropp^^rt bit map table; 

after the notification messsage is sent to the CPU regarding the failure, 
modifying the trunk group orfrt bit map/able to reflect that the port is no longer 
available for communipaiion. 

7. A method as recited in clajm 6, further comprising: 
detecting when a link whicfy caused the link failure is reestablished; 
notifying the CPU regarding detection of reestablishment of the link; 
reconfigurating at least dne of the trunk group table and the trunk 

group bit map table so as to reyect reestablishment of the link. 

8. A method as recited in claim 1. further comprising selectively 
disabling at least one port of said plurality of ports, such that selected packet 
types are blocked from being transmitted on the selectively disabled pert. 

9. A method as recited in claim 8, wherein selectively disabling-at least 
one of the ports includes a step of setting a disabling bit in a PVLAN table, 
whereby, so that wherr a packet is applied to the PVLAN table, a 
corresponding bit in the packet is set or unset in accordance with the PVLAN 
table. 

10. A method as recited in claim 8, wherein selectively disabling the 
at least one port incli/des a step of disabling at least one port for a selected 
packet type to direct control packets to a single port of the trunk group. 

1 1 . A system for sending packets between ports on trunked network 
switches, said system comprising: 
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first switch means having a plurality of communication ports thereupon; 
second switch means having a plurality of communication ports 
thereupon; 

a trunk connection between said first^witch means and said second 
switch means, said trunk connection comprising at least two of said plurality 
of ports from said first switch means being/connected to at least two of said 
plurality of ports of said second switch means; 

sending means for sending a pactaet from a first port of said first switch 
means to a second port of said second switch means; 

an ingress submodule in said first switch means for receiving said 
packet and for perfomning an address resolution lookup on one of a source 
address and destination address ofythe packet based upon a lookup table 
provided in the ingress s^^r^oduie; j 

first identifying jrieans for identifying that the first switch means and 
second switch meaXs are connected with the trunk connection, said first 
identifying means irrcluding a triink bit in a lookup entry of the lookup table 
being matched by the destinatidn address; 

second identifying means for identifying a rules tag in the lookup entry; 

determining means forydetermining which rule of a series of rules will 
be used to define a trunk poryindex which is used to identify which port of the 
trunk connection will be useq for communication; 

storing means for storing the packet in a memory; and 

retrieving means for retrieving the packet from the memory W^th an 
egress unit, and forwarding the packet to the identified trunk port. 

12. A system as/recited in claim 11, wherein said second identifying 
means is configured to analyze the rules tag to identify that bits of at least one 
of a source MAC addrfess and a destination MAC address which are used to 
identify a trunk port index, said ingress module also identifying a trunk group 
identification in the aUdress resolution lookup, said trunk group identification 
and said trunk poA index being applied to a trunk group table, thereby 
identifying a trunk/port for communication. 



• 



60 



13. A system as recited in claim 11, whereira said second identifying 
means is configured to analyze the rules tag to identify that it is bits of at least 
one of a source IP address and a destination IPyaddress to identify a trunk 
port index, said ingress module also identifying aArunk group identification in 
the address resolution lookup, said trunk grouQ identification and said trunk 
port index being applied to a trunk group table, /hereby identifying a trunk port 
for communication. 

14. A system as recited in claim 11,Xwherein said second identifying 
means is configured to analyze the rules tag to identify that it is the last three 
bits of at least one of a source MAC address, a destination MAC address, a 
source IP address, and a destinattOiflP aadress, to identify a trunk port index, 
and wherein said trunk poptinpex and ysaid trunk group identification being 
applied to a trunk gpoup y4able. tl/ereby identifying a trunk port for 
communication. 

15. A system as^ecited in cl^im 12. said system further comprising: 
detecting means for detectirjg a link failure when a trunk port fails; 
sending means for sending a notification message to a controller 

regarding the failure; and 

modifying means for modirying the trunk group table to reflect that the 
port is no longer available for crommunication. 

16. A system as reciteu in claim 15, said system further comprising: 
detecting means for detecting when a link which caused the link failure 

is reestablished; 

notifying means f<4r notifying the sending means regardfng the 
restoration of communication; and 

restoring means/for restoring the trunk group table to reflect the 
reestablishment of the /ink. 

17. A systern as recited in claim 6. further comprising selective 
disabling means for Selectively disabling at least one port of the plurality of 
ports, such that selected packet types are blocked from being transmitted on 
the selectively disabled port. 
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18. A system as recited in claim 17. wherein said selective disabling 
means includes setting means for setting a disabling bit in the lookup table, 
whereby, so that when a packet is applied to the lookup table, a 
corresponding bit in the packet is set or unset in accordance with the lookup 
table. 

19. A system as recited in claim hi, wherein said selective disabling 
means selectively disables a plurality oyports so as to direct control packets 
to a single port of the trunk group. 



